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Overview

@ Privacy, Ethics, and Data Science
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How Data Science can violate Privacy

Target's use of Data Mining raises concern
Science: The End of Privacy

Is your Browser Safe?

Lack/Too much Privacy threatens Democracy
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http://www.mprnews.org/story/2012/03/07/target-data-mining-privacy
http://science.sciencemag.org/content/347/6221/490
https://panopticlick.eff.org/about
https://www.technologyreview.com/s/520426/the-real-privacy-problem/

Problems with violation of Privacy

Information used out of context

Unfair treatment (e.g. medical insurance, employment)
Identity Theft

Unique problems posed by the Internet (it doesn’t forget!)

e 6 o o

Automated Prediction Systems

A non-interpretable process might follow from a data-mining analysis
which is not explainable in human language. Here, the software makes its
selection decisions based upon multiple variables (even thousands). It
would be difficult for the government to provide a detailed response when
asked why an individual was singled out to receive differentiated treatment
by an automated recommendation system. The most the government
could say is that this is what the algorithm found based on previous cases.
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Perpetuation of Biases

o Can Computers be Racist?
@ Suggestive Ads
@ Strengthening human bias

@ Truly good intentions gone awry
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https://www.fordfoundation.org/ideas/equals-change-blog/posts/can-computers-be-racist-big-data-inequality-and-discrimination/

Amplification of Privilege

@ How we amplify privilege with supervised machine learning

@ Strata presentation on Amplification of Privilege
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http://conferences.oreilly.com/strata/big-data-conference-ny-2015/public/schedule/detail/43530
http://slides.com/williamsmj/dc-2015#/15

Acceptable False Alarm Rate?

@ SKYNET program
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http://arstechnica.co.uk/security/2016/02/the-nsas-skynet-program-may-be-killing-thousands-of-innocent-people

Filter Bubble

@ The Filter Bubble
@ What the Internet is Hiding from you

Giri lyengar (Cornell Tech) Data Science and Ethics May 2, 2018 9 /14


http://www.ted.com/talks/eli_pariser_beware_online_filter_bubbles
http://www.democracynow.org/2011/5/27/eli_pariser_on_the_filter_bubble

Overview

© Course Summary
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Summary

@ What is Data Science?

@ Data Processing Tools - Map Reduce / Spark
@ Machine Learning

@ Recommendation Systems

@ Graph Analysis

@ Deep Learning

o Data Structures, Sampling, Streaming techniques
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Overview

© Questions and Answers
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QA

Questions and Answers
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